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Abstract

One of the eight main indicators of the software system effectiveness is its maintenance. The main goal
of software system maintenance is to preserve the functionality of the software system over time. Software
system maintenance is a broad activity and includes the correction of errors that have arisen periodically after
the software system is delivered to the customer, increasing its functionality, removing obsolete functions and
introducing new ones, etc. The software maintenance and its costs constitute more than 20-25% of the total
expenses of the software system. There are various models of the software system life cycle, and the choice of
the model depends on the given project. Each software engineer must have sufficient knowledge in this area
to choose the appropriate model of the software system life cycle based on the content and requirements of the
project. In these models, the last and most important stage of the software life cycle is software system mainte-
nance. The main purpose of this work is to study social engineering the process of software system mainte-
nance and its main issues, types, categories, stages. The goal is to achieve an efficient software system.
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Introduction

Software system (SS) maintenance is an integral part of the software system life cycle.

Software efficiency (ISO/IEC standard 25010: 2011 (R ISO/MEK 25010-2015 state standard) defines
the quality model of the product as it includes eight top-level features (Figure 1) [12] :
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Fig 1. Software efficiency characteristics

SS maintenance is an integral part of the software system life cycle. It includes the process of debugging,
optimizing, and correcting defects of software after its commissioning. It is possible to add new functions to
improve the application of SS by making changes to the program to correct the defects discovered during the
operation [1].

In software engineering, the life cycle of a software system is a sequence of steps for designing and
developing software. During these stages, program maintenance plays an important role. After the delivery of
the software system, certain changes are required on it for some reasons. These changes may be related to the
presence of bugs in the program, expansion of the software functionality, etc. The main purpose of the software
system maintenance is to eliminate the problems arisen. This paper touches upon these issues. It examines the
models and stages of the software life cycle and studies the process of its maintenance. The problems appeared
during the software system maintenance are identified.

The main goal of the software system life cycle is to develop a high-quality, effective and efficient
software system (SS) that meets user requirements. To organize SS quickly and efficiently, its life cycle is
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grouped into different stages. The number of these stages varies depending on the purpose for which the soft-
ware system is designed and used. This number often varies between five and seven [1].

There are different models of SS life cycle and choosing the right model depends on the given project.
Every software engineer should have enough knowledge in this area to choose the appropriate software life
cycle model based on the project content and requirements. In these models, the last and most important stage
of the life cycle of a software system is its maintenance.

The main goal of the SS maintenance is to preserve the performance of the SS over time. The SS mainte-
nance is one of the broad issues, which includes the detection and correction of errors that have arisen after the
delivery of the software system to the customer, increase of work capacity, removal of obsolete functions,
optimization, etc. The cost of the SS maintenance is more than 20-25% of the total cost of the software [2].

Materials and Methods

Errors encountered during SS maintenance

Errors that cause a program or SS to behave unexpectedly and result in incorrect results. Most errors
encountered during SS maintenance refer to the are errors made by program developers in the source code or
design. Some errors also occur due to the malfunction of compiler tools, for example, the compiler producing
incorrect code [14].

The term “SS error” is often used for the errors occurred during program execution, as opposed to, for
example, design errors or syntax errors.

Errors encountered during SS maintenance are classified by their severity:

¢ Blocking — makes the program execution impossible;

Critical — deprives the SS of all benefits;
Serious;

Minor;

Cosmetic.

When they appear:

e Permanent, at every start of the SS execution;

e Occasional;

¢ Only on the executor’s computer (depending on the settings).

By location and direction:

e User interface errors;

e Computing errors;

e Data processing;

e SSoverload;

e Testerrors.

Depending on the nature of the error, the program and the implementation, errors can be immediately
visible or, conversely, remain unnoticed for a long time.

Errors can also appear as vulnerabilities that allow unauthorized access to the system or a DoS attack.

Choosing the right model is of great importance for the successful development and completion of the
project. The choice appropriate model mainly depends on the requirements, system complexity, project size,
cost, etc. Each model has its own stages.

Collection of requirements set by the user — This stage collects information from the user about soft-
ware to be created and for what purpose it will be used. Requirements are grouped as user requirements, system
requirements, and functional requirements. Figure 2 presents these requirements [3].

Requirements

Fig 2. Software requirements
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User requirements: One of the most important and difficult stages of creating software is determining
what the user wants. The reason for this, in some cases, may be that the user cannot fully coordinate their needs
and desires, the information provided is incomplete, inaccurate and contradictory. The user defines own needs
and tells what he/she wants to do with the system. User requirements are considered the main input for creating
system requirements.

System requirements: System requirements are formed based on user requirements. They may include
accuracy, availability, compatibility, effectiveness, privacy, security, quality, etc.

Functional requirements: Functional requirements are the functions that a system or its components
are intended to perform. Calculations, technical data, data manipulation, data processing, and other special
functions refer to the requirements.

1. Software projecting - This stage consists of designing SS according to all requirements.

2. Coding — This phase includes programming. At this stage, the program code is written using the
selected programming language and it is ensured that it works efficiently without errors.

3. Testing phase - The testing phase is conducted by testing experts. This phase begins after the coding
phase is completed. Early detection of errors and their correction is one of the main conditions for the devel-
opment of a reliable SS.

4. Implementation phase - In this phase, SS is installed on the user’s computer and tested in a real
environment.

5. Maintenance - This covers the next step after SS is delivered.

Related works

The ability to monitor the progress of students’ academic achievement is an important issue for the
academic community of higher education. A system for analyzing students’ results based on cluster analysis
is described. It uses standard statistical algorithms to organize their score data according to performance level.
This paper also applies the k-means clustering algorithm to analyze student achievement data. The model is
combined with a deterministic model to analyze the results of students of a private institution in Germany,
which is a good benchmark for tracking the progress of students’ academic performance in Tertiary Institutions
for effective decision making by academic planners [16].

2. Programming is a course that is estimated quite difficult for most students. Students are required to
be proficient in all processes. Computer programming skills require a lot of practice through lab work assign-
ments. Managing and evaluating the results of a student’s laboratory assignment is a complex and time-con-
suming task. Availability of automatic programming evaluation tools to receive and automatically correct and
evaluate the results of laboratory work can facilitate the teacher’s work. Grouping students by performance
level makes it easier for teachers to track student performance levels and provide learning tailored to students’
abilities. Clustering is implemented using the K-Means clustering method. The data is obtained from the Au-
tomatic Programming Assessment Tool lab assignment. Based on the clustering results, there were 3 groups
according to their abilities, that is, 16 people in the middle ability group, 11 people with high ability and 14
people who still lack programming ability [5].

Social Engineering and Software System Maintenance

Social engineering is a set of malicious activities aimed to psychologically manipulate individuals to
obtain sensitive information by cybercriminals.

Social engineering refers to a wide range of attacks that use human interaction and emotions to manip-
ulate a target. During the attack, the attacker seeks to trick the victim into handing over sensitive data or
breaching security.

Social engineering attack typically involves several steps. The attacker explores potential victims, gather
information about them, and learn how to use it to bypass security protocols or gain information. Then, the
attacker does something to gain the targets’ trust before finally manipulating them to release sensitive infor-
mation or violate security policies [15].

In this definition of social engineering, a social engineering attack begins with understanding what the
attacker wants from an organization or individual. Then the attacker learns about the behavior or likes and
dislikes of a human target to determine how best to exploit them. This technique is often used in various
cybercrimes, including swatting, where attackers manipulate victims or collect personal information to create
fake emergency reports. The hacker will then attempt to gain access to sensitive data or secure networks or
systems to start the attack.

Software Supply Chain (SSC) has attracted the attention of attackers looking to intrude systems and
disrupt organizations. There is evidence that adversaries are using Social Engineering (SocE) techniques spe-
cifically targeting software developers. That is, they interact with developers at critical steps of the Software
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Development Lifecycle (SDLC), such as accessing Github repositories, including code dependencies, and ob-
taining approval for Pull Requests (PRs) to submit malicious code. This article aims to comprehensively ex-
amine existing and emerging SockE tactics used by adversaries to trick Software Engineers (SWES) into deliv-
ering malicious software. By analyzing a variety of resources covering established academic literature and
real-world cases, this article systematically provides an overview of these manipulation strategies in the field
of SSC. Such insights are very useful for threat modeling and security gap analysis.

Social engineering is a deceptive technique used by malicious actors to reveal sensitive data that people
would not normally share. It is an attempt to obtain personal or sensitive data by exploiting the vulnerabilities
of these people and using information technologies to obtain various methods of persuasion, convincing, and
deception. Thus, this method represents the techniques of changing the decisions that people make in normal
situations. Examples of social engineering activities may include:

- They convince the user to download, open attachments in emails, or visit a website containing mali-
cious software in order to launch malicious software;

- They call the user by phone, pretending to be a bank employee, and get banking information by stating
that there is a problem in the banking system;

- Creates an address similar to the email address of the company that the targets are cooperating with,
identifies himself as a representative of that organization, and communicates to obtain the necessary infor-
mation, etc. * Phishing is a leading form of social engineering, which is used to capture sensitive information
by deceiving users through fake emails, fake websites, and web pages by imitating a real system or organiza-
tion.

Since the type of social engineering attack is directly related to the human factor, protection against this
attack is subjective.

* Do not share password and personal information (ID card, credit card numbers, bank accounts, etc.)
with others;

* Keep personal information to yourself;

* Be aware that social engineers are ready to say any convincing words to obtain personal information;

* Do not send sensitive information via email, phone call, or message;

* Activate the spam filter function in email;

* Keep firewall on, download and update antivirus and email filters regularly;

* Carefully review emails from unknown email addresses;

* Do not respond to messages requesting personal or financial information, as they may be fraudulent;

* Decline requests for help or offers of help. Legitimate companies and organizations do not ask for
help.

Software maintenance and its stages

Maintenance, which is the last phase of the SS life cycle, is one of the main issues. Meir.M. Lehman
spoke for the first time about the maintenance of SS and its evolution in 1969. His two decades of research
resulted in the validation of Lehman’s laws. Based on his research and key findings, tracking helps software
development and understanding what happens to a software system over time. Lehman demonstrated that sys-
tems evolve over time. The main purpose of SS maintenance is related to solving the problems shown in Figure
3[6].

Software system
maintenance

Error Detection Improving

performance

Expanding func- Eliminating Depre-
tionality cated Features

Fig 3. Software maintenance tasks
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Error Detection - In SS, error detection and correction are one of the top priorities for the smooth oper-
ation of the program. Here, errors in the code are searched, found and corrected [7]. Errors can be in hardware,
operating system or any part of the program. Correction of these errors should be implemented not to damage
existing software functions.

Expanding functionality — This enables the enhancement of features and functionality to ensure that
applications are relevant to the changing market environment.

Eliminating Deprecated Features - Deprecated features are harmful and affect the efficiency of the
problem-solving process by taking an important place. During SS maintenance, such codes are removed from
the program and replaced by newly developed tools and technologies.

Improving performance - To improve the system, programmers identify problems through tests and
solve them.

The SS maintenance is grouped into four categories [5]. Figure 4 illustrates these categories [8].

SS maintenance cate-
gories

Adaptive

Preventive

Fig. 4. Software maintenance categories

» Corrective - correcting errors in the program. Errors in SS can be of different types. These are coding
errors, design errors, and requirements errors. Coding errors are corrected by programmers. Errors related to
requirements are more important. Because SS is built according to certain requirements, and if these
requirements are wrong, the system needs to be revised.

» Perfective - adding or changing functionality to the system. Making changes to get a more efficient
and functional system according to changing requirements refers to this category.

» Preventive involves increasing the durability or reliability of the SS to prevent problems that may
arise in the future.

» Adaptive - adapting the SS to a different operating environment. Adapting the SS life cycle to
different environments is one of the vital factors. The main purpose of this category is to make the SS adaptable
to different environments.

During the SS maintenance, the above-mentioned categories are represented in percentages as illustrated
in Figure 5.

B corrective M adaptive perfective preventive

Fig.5. Percentage of software maintenance categories
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The SS maintenance process consists of seven different stages:

Change management - In this stage, the user defines the changes. The category of the change to be
made is also defined.

Analysis- The scope of each approved change is determined and a plan is developed to make the changes
to the SS.

Project - This stage actually plans the changes to the system. This existing system contains information
about project documentation, databases and existing software, analysis phase. It aims to compile changes in
all categories.

Application - This stage includes coding, testing, assimilation (adaptation), integration, analysis of spe-
cial code, etc.

Regression testing — Regression testing is performed to ensure that there are no errors in the system
after changes are made, and after this test is performed, it is confirmed that there are no errors in the software

[9].

Regression testing is a specific type of software testing that determines whether recent changes to the
software or software parameters have negatively affected existing functionality.

A complete or partial test set of previously executed test cases is re-run during regression testing. In this
way, it can be determined whether previously validated or existing functionality still works properly after
changes.

Acceptance testing — The main purpose of this test is to check whether all the features of the software
meet the requirements of the change.

Delivery - After acceptance testing is done, the application is delivered to the user. The final test of the
system is performed by the customer after the system is presented. The stages of the SS maintenance are shown
in figure 6.

Change man- Analysis | Project
—-
Delivery PR Acceptance  PRSSSS Reqre_ssion
testing testing

Fig. 6. Stages of the software system maintenance

Different models are used to solve problems in SS. These models offer different approaches and methods
to facilitate the maintenance process. The most commonly used model is the following [10, 13].

Quick-Fix Model: The main goal of this model is to identify the problem and solve it as quickly as
possible. The advantage of this model is the quick problem solution with less cost [11, 12].

Discussion

From the work done, it is clear that the k-means clustering algorithm was used to analyze the student
data. In Germany, the algorithm was combined with a deterministic model to improve student productivity in
higher education institutions, resulting in a hybrid model. This makes it possible to achieve high efficiency. It
is not easy for students to learn programming. It requires special abilities from students and takes a lot of time.
Obtaining laboratory research results and the availability of programming assessment tools make the work of
teachers easier. Grouping students according to their productivity level can help teachers to facilitate the pro-
cess of learning programming. For example, clustering can be done using the K-means clustering method, etc.

Conclusion

The SS life cycle is a sequence of stages to create and develop it. The SS maintenance is of great im-
portance in these stages. After the software is delivered, some changes are required on the SS for some reasons.
These changes may be related to the presence of bugs in the software, expansion of SS’s capabilities, etc. The
main goal of the SS maintenance is to eliminate these problems. This paper touched upon these issues. It
explored the models and stages of the SS maintenance and the process of its maintenance.

The k-means cluster algorithm was applied to the errors appeared during the maintenance of the software
system and an experiment was conducted. The obtained results were satisfactory.

Application
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