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Abstract—Moving SCADA (Supervisory Control and Data
Acquisition) applications used to monitor critical infrastructure
to the cloud can reduce costs, rise scalability and make it more
beneficial for organizations (users) in terms of technical
support. While cost reduction and efficiency gains are key to
business, security is one of the most important issues. The article
analyzes the threats and vulnerabilities that can interfere with
the security of cloud SCADA systems. Several cybersecurity
mechanisms have been developed to secure cloud SCADA
systems.
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[. INTRODUCTION

SCADA systems are critical infrastructure systems for
industrial enterprises that allow real-time data collection and
management. SCADA systems refer to industrial control
systems that enable users to display and regulate industrial
processes in the vicinity or at distant by means of sensors and
actuators [1]. They gather information in real time and
accomplishes local or remote control. Comprehensive real-
time performance monitoring is realized by the systems. They
also ensure vital data for production, control and
administration. They are mainly applied by industries such as
power systems, oil production and refinery, natural gas
distribution, water and wastewater treatment, as well as
transportation structures [2]. Management programs of
SCADA systems used to monitor critical infrastructure are
deployed in the internal infrastructure of the organization and
special software within the perimeter of the infrastructure
protects its security. Organizations do not use the Internet to
manage SCADA systems for security reasons. When SCADA
systems were in their infancy, standard protocols and wired
communications were used. At that time, the system only
monitored and managed processes as a management system.
After migrating these systems to a cloud computing
environment, they became more vulnerable to cyber threats
and attacks. When migrating SCADA applications to the
cloud, security risks must be considered in advance. The
elimination of security flaws of a cloud-based system is
impossible by taking advantage of the capabilities of available
SCADA protocols. For example, Modbus and DNP3
protocols, which are widely used in current SCADA systems,
do not support authentication and encryption or do not
implement them at all [3]. On the other hand, if any device
with an IP address connects to the Internet, it is vulnerable to
cyber-attacks which can arise in this IP-based medium. Thus,
the absence of security measures in classic SCADA systems,
migrating these systems to cloud makes favorable conditions
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for possible security threats. Organizations should determine
how robust they are to the aforementioned risks and then
decide whether to migrate the system to a cloud infrastructure
or not. Taking the above into consideration, the presented
article examines the attacks, vulnerabilities, and ambiguities
in cloud-based SCADA systems. Certain offers and
mechanisms are developed for solving cyber security
problems of cloud-based SCADA systems.

II. RELATED WORKS

The article [3] analyzed the most common attacks and
cybersecurity challenges faced in cloud-based SCADA
systems. It also performs a security risk assessment of the
analyzed attacks. Finally, it suggests the appropriate detection
and prevention techniques available to mitigate the impact of
cyber-attacks on these critical control systems. [4] highlights
security issues as the main complications arising when
integrating the SCADA systems to cloud. In such a medium,
security risks such as keeping confidential information out of
the organization’s control are estimated to be higher. [1]
focuses on cyber security as the main risk factor during the
migration of SCADA systems to the cloud environment. In
this regard, further research and gradual implementation of
migration is required. The study shows some progress made
in this area, but also some challenges still remain unsolved.
[5] explores security issues in the field of data storage in cloud
servers and proposes a method to prevent unauthorized access
to user (organization) data by cloud administrators. Along
with the changes made in modern SCADA architectures, [6]
mentions some following problems to be solved: a) providing
large-scale control through multiple sensors; b) minimizing
the time required to prevent any attack or incident detected; c)
ensuring interoperability between SCADA systems in order to
prevent incidents. In this regard, it is proposed to use sensor
clouds to monitor large-scale and interdependent critical
infrastructures. [7] extensively analyzes the architecture of
traditional and modern SCADA systems. It classifies the
attacks against SCADA systems. Several studies provide
recommendations for the security of SCADA systems and
information on the most effective practices in this area. [8]
analyzes the attacks against SCADA systems, and as a result,
explores existing security vulnerabilities that could hinder the
operation of the industrial SCADA system in cloud
environment.

III. ATTACKS INVOLVING CLOUD-BASED SCADA
SYSTEMS

Migrating traditional SCADA systems’ applications to
cloud medium reduces costs, increases scalability and makes
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it more attractive for organizations (users) in terms of
technical support. Moreover, it may reduce costs incurred due
to the purchase, installation, maintenance of hardware and
software for monitoring and management systems and lessen
the number of technical staff. Although reducing costs and
increasing efficiency are key business conditions, ensuring
security is one of the more important issues. Thus, data loss or
theft, loss of control over the system must be balanced with
the advantages of cloud-based SCADA systems.

Below are the reasons why cloud-based SCADA systems
are more vulnerable to cyber-attacks [3]:

e use of cloud services by SCADA systems;
e shared infrastructure;

e malicious insiders;

e SCADA protocols’ security.

Traditional SCADA system is created as in the form of
closed control system without the Internet connection. When
SCADA system is migrated to cloud, data becomes
unprotected from threats in compound network mediums that
provide communication between SCADA systems and cloud
services. When using public cloud services, security threats
increase.

Shared infrastructure generates security risks in the
equipment of other enterprises connected to the network
infrastructure. Specifically, the identical physical server can
be used by other participants, businesses or users, and using
these resources can lead to various threats that will affect
cloud-based SCADA systems running in vital and real-time
applications. Malevolent insiders are the most destructive
danger to any system, particularly for critical SCADA.

Malevolent insiders may include any previous personnel,
system administrators, or cloud service providers.
Unauthorized access can lead to various security threats,
including data leakage and unsanctioned control of industrial
SCADA system sensors.

Other reasons making cloud SCADA systems to be
exposed may include the absence of authentication and
encryption mechanisms. Poor authentication and encryption
can result in such a situation where communication protocols
such as Modbus enable attackers to easily obtain personal
information, e.g., IP addresses, usernames, passwords when
using cloud.

There are many management weaknesses in the cloud-
based SCADA systems emerged in network environments.
Some of them that may hinder SCADA systems running,
which are mentioned below [9 - 13]:

1. The use of identical cloud resources (servers) by diverse
customers creates an opportunity for intrusions.

2. Since the network connection between the SCADA
systems and the cloud is implemented via the Internet, data in
the communication channels may be subject to attacks.

3. Many SCADA systems use commercially available off
the-shelf security solutions instead of exclusive ones.

4. Cloud applications of SCADA systems can be easily
found by attackers and used for malicious purposes.

5. Cloud-based SCADA system applications can be easily
intercepted and misused by attackers.

6. Due to the increased amount of equipment linked to
cloud-based SCADA systems, its boundary is expanded,
consequently, a wider scope becomes a target of attackers.
Increasing the risks as well. Hence, security measures should
always be taken by organizations.

7. Providing access from any point of the world makes it
vulnerable to malicious attacks such as a Distributed Denial-
of-Service (DDoS) attack.

8. Data migration to cloud may also cause the loss of direct
control over them.

9. SCADA systems integrated into cloud technologies
may have all the risks of cloud infrastructure.

10. Since cloud-based SCADA systems are more public,
system commands and data can be changed, lost or copied
during communication.

The aforementioned vulnerabilities are the basis of cloud-
based SCADA systems being exposed to threats that adversely
affect their performance. Many efforts have been made in
terms of security solutions, protection mechanisms and
security approaches to prevent SCADA systems from the
aforementioned threats (vulnerabilities).

IV. THREATS AND VULNERABILITIES OF CLOUD-BASED
SCADA SYSTEMS

Organizations must continuously monitor for security
vulnerabilities to protect SCADA applications and ensure
performance. Consequently, very little time is spent on
eliminating the vulnerabilities mentioned in the management
and control systems. Risk assessment should encourage the
decision-making process of migrating SCADA applications to
cloud. With the increased number of threats in this field,
which is regarded as a vital problem, the number and scope of
incidents have also expanded.

Users should always consider some of the following issues
when businesses apply cloud-based SCADA systems [12, 14]:

Lack of control: Since cloud-based SCADA systems are
hosted on remote servers, the organization has limited control
over the physical security of the infrastructure. Data migration
to cloud lead to the organization’s ownership on that data to
be shifted to cloud service provider.

Data breach: SCADA systems based on cloud store
sensitive data such as process and system configuration on
remote servers. If these servers are compromised, attackers
can access and manipulate this data, damaging the production
processes.

Lack of authentication: Authentication may not be
supported or implemented by some SCADA protocols. When
these systems use cloud via weak communication protocols
such as Modbus, an attacker can effortlessly access IP
addresses, usernames, and other personal credentials due to
weak authentication and encryption.

Authorized licensed use limited to: ULAKBIM UASL ISTANBUL TEKNIK UNIV. Downloaded on January 16,2024 at 17:14:55 UTC from IEEE Xplore. Restrictions apply.



Internal threats: Employees or contractors with access to
cloud-based SCADA systems can harm the organization by
intentionally or unintentionally accessing or altering sensitive
data.

Malware attacks: Cloud-based SCADA systems can
suffer from malware attacks, which can lead to unauthorized
access and control of industrial processes.

Interoperability issues: SCADA systems based on cloud
often involve the integration of different components from
different vendors, which can result in compatibility issues and
vulnerabilities.

Lack of encryption: Just as authentication, many
encryption types essential for data protection are not
supported by SCADA protocols. For example, Modbus and
DNP3 protocols do not support any encryption forms, making
the traffic vulnerable to MiTM (Man-in-the-middle).

Inadequate security controls: Cloud-based SCADA
systems require robust security controls to prevent
unauthorized access and protect sensitive data. Failure to
implement these controls can result in vulnerabilities that can
be exploited by attackers.

Lack of transparency: When using SCADA systems based
on cloud, it can be difficult to gain complete information about
the security status of the system due to the distributed
character of the infrastructure. This absence of transparency
can make it difficult to detect and respond to security
incidents.

Thus, migrating SCADA applications to the cloud is a new
management strategy that requires caution. While the savings
and increased efficiency are undeniable, organizations must
ensure that their critical data is secured by cloud providers.

V. SECURITY MECHANISMS IN CLOUD-BASED SCADA
SYSTEMS

Given these increased safety risks when migrating
SCADA to the cloud, any organization should take several
measures to provide the its data safety. The following
mechanisms and recommendations are proposed to solve the
security problems that arise during threats to cloud-based
SCADA systems [12, 14 - 16]:

e Encryption. This can protect the confidentiality and
integrity of data transmitted over a network. For this,
the use of secure protocols such as SSL/TLS (Secure
Sockets Layer / Transport Layer Security) and the use
of strong encryption algorithms are recommended.

e Symmetric encryption. It is recommended to use
AES (Advanced Encryption Standard) symmetric
encryption algorithms, which use a single key for both
encryption and decryption, ensure fast and efficient
data protection.

e Asymmetric Encryption. These algorithms such as
RSA (Rivest-Shamir-Adleman) and ECC (Elliptic
Curve Cryptography) are used to ensure data security.
This algorithm uses a pair of public and private keys
for encryption and decryption, respectively. Although
asymmetric encryption is slower than symmetric
encryption, it offers better security and management
capabilities.

e Homomorphic encryption. This allows to perform
calculations (operations) on encrypted data without the
need for decryption, ensuring secure data processing in
multi-use cloud environments.

e Protection systems against critical threats and
cyber-attacks. It is recommended to use intrusion
detection system (IDS - Intrusion Detection System)
and intrusion prevention system (IPS - Intrusion
Prevention System) to protect against critical threats
and cyber-attacks. Examples of these are machine
learning-based IDS, deep learning-based IDS, artificial
neural networks-based IDS, etc. can be shown.

e Log analysis. Activity logs (log files) are stored by
almost all computer programs and devices. Tracking
through these logs can identify and manage many
attacks. Such log analysis is typically supported by a
host-based IDS.

e Blockchain-based security mechanisms. Blockchain
technology is a decentralized, tamper-resistant
technology used to increase the security of cloud
SCADA systems. Blockchain based solutions improve
data integrity, access control, and auditability.

e Data backup and recovery. SCADA system data
should be regularly backed up and stored in a secure
location. This enables an organization to recover its
data in case of a disaster or cyber-attack.

e Ensuring safety training. Employees should be
trained in best security practices and how to recognize
potential security threats. This may prevent human-
related security incidents.

e Organization of physical security measures. Only
authorized personnel should be allowed physical
access to the SCADA system. Physical security
measures such as access control, surveillance cameras,
and alarms should be realized to prevent unauthorized
access to the system.

VI. CONCLUSION

To protect organizations’ SCADA software, they must
continuously monitor it for security, keep track of recorded
vulnerabilities, and regularly make suggestions for their
elimination. Unlike most IT systems, SCADA systems require
a different approach, and there is less time to remediate
vulnerabilities. In cloud-based SCADA systems, the presence
of risks should be minimized to zero. The results of these risk
assessments should be ensured by providers to help
organizations make the right decision to migrate their SCADA
applications to the cloud. If the information security risk is
evaluated in the same way as the criteria of cost, efficiency
and reliability, then the decision to migrate the system to the
cloud will be right. Taking into account the above mentioned,
submitted article systematically highlights numerous
weaknesses in the control of SCADA systems which are based
on cloud and built in network environments. Organizations are
recommended to consider security issues when using cloud-
based SCADA systems. The article offers mechanisms,
recommendations, and encryption software for organizations
to address security issues when threats to cloud-based
SCADA systems arise.
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