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Distributed VAS allows to determine scenarios for the operation of algo-
rithms based on data obtained from different sources of information. 

The principle of distribution makes the system more fault-tolerant, scalable 
and accurate. 

The use of several sources of information and the identification of key fea-
tures makes it possible to improve the quality of the principles and algorithms used 
without upgrading the VAS hardware. 

The implementation of a distributed VAS can be applied in various areas 
where it is necessary to make decisions based on several sources of information. 

It is planned to build and test VAS with a higher quality of determining the 
traffic flow parameters and good scalability for use in metropolis. 
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COMPUTER NETWORKS SECURITY MONITORING MODEL BASED ON 
DEEP LEARNING  

This article presents a computer network security monitoring model based on a deep 
learning model. Convolutional Neural Networks and Long Short-Term Memory mo-
dels are used, which allow classifying network security data and detecting CN 
anomalies. 

Due to the increasing scale, complexity, and ever-increasing interconnected-
ness of modern computer networks (CNs), as well as the volumes of data generated 
daily, monitoring their security becomes a very difficult task. This is mainly be-
cause traditional network monitoring methods face the challenge of accurately and 



ISBN 978-5-7681-1637-8. Оптико-электронные приборы и устройства. Курск, 2023.     35 

efficiently processing more data in real time. Therefore, it is necessary to develop 
new methods for non-invasive monitoring of cybersecurity, for which deep learn-
ing is more suitable. 

Deep learning is effectively used for big data analysis and knowledge extrac-
tion to recognize hidden and complex patterns and detect anomalies in time-
ordered data [1]. When monitoring CN security based on deep learning, network 
security attacks that cannot be detected at the network level can be detected. 

The purpose of this article is to develop a model for monitoring CN security 
based on deep learning. This model allows for the collection of network security 
data and classifies anomalies by training. 

Untimely detection of problems related to the security of the CN can lead to 
network faults, poor provision of network services, and a decrease in the CN's se-
curity. Therefore, it is required to find and solve such problems before they arise, 
i.e., a system for intellectually monitoring the security of the CN is required. 

A conceptual model is proposed for monitoring the security of the CNs (Fig.). 
 

 
Fig. Model for monitoring the security of the CN based on deep learning 

At the same time, the concept of monitoring CN security consists of collect-
ing data from security events, extracting features, and training the neural network 
model. 

The proposed conceptual model consists of several components. First, the 
monitor collects security event data from CN security tools such as intrusion detec-
tion systems and firewalls, as well as from system log files. At the same time, it is 
necessary to standardize and integrate security events from various heterogeneous 
sources. Next, the security event data is pre-processed, i.e., cleaning, sampling, 
normalization, transformation, feature extraction, and feature selection are per-
formed. Finally, deep learning models perform security data classification and 
anomaly detection. Convolutional Neural Networks (CNN) and Long Short-Term 
Memory (LSTM) models are used [2], the combination of which allows classifying 
network security data and detecting CN anomalies. At the same time, the spatio-
temporal characteristics of anomalies can be obtained using training, which can 
improve the overall performance of CN anomaly detection. LSTM solves the prob-
lem of gradients disappearing or exploding after training in time series modeling 
[3]. 
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One of the main problems of CN security monitoring is recognizing the rela-
tionship between several events over a certain period of time, that is, the event pat-
tern. The use of deep learning models significantly improves the efficiency of pat-
tern recognition and rule building, which allows for the automatic creation of de-
tection models. It is suitable for both anomaly detection and abuse detection and 
can effectively detect known and unknown attack patterns. 
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DEEP NEURAL NETWORK FOR WIRELESS CHANNEL ESTIMATION 

We applied residual deep neural network for uplink and downlink MIMO channel es-
timation. Proposed deep neural network channel estimation shows more than 2 dB 
gain under EPA uplink channels compare to MMSE channel estimation and ability to 
work on wireless channels that have not previously been trained. 

The quality of channel estimation is crucial to the throughput of MIMO wire-
less communication systems. The wireless channels are time-varying and frequen-
cy-selective, so there are limited resources for channel estimation before it chan-
ges.  

An OFDM based MIMO transmission system with N  transmit (TX) and M  
receive (RX) antennas, where N M , is considered. The received frequency 
domain (FD) signal vector ( )y n  on the Rm -th received antenna at discrete time index 
n  after the discrete Fourier transform can be described as 

     = ( ),m m mR R
y n X n Fh n w n where    1= , , P NP

NX n X X    is the 

transmitted signal over P subcarriers and N transmit antennas, P
mR

w   contains 


