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DEVELOPMENT OF ACOUSTIC SYSTEM FOR DETECTION
OF DRONES BASED ON ENSEMBLES OF AUDIO FEATURES

One of the methods of detecting drones is the analysis of audio signals. In
this case, spectral features were extracted from sound files by analyzing audio da-
ta. The Simple Neural Network Model (SimpleNN) and the Convolutional Neural
Network Model (CNN) were built to classify the extracted audio features. As a re-
sult of experiments on real data, the Simple Neural Network showed superior re-
sults and achieved 98% detection accuracy.

The structure of the constructed SimpleNN mode! consists of 3 layers. 256
neurons were used in the first layer of the neural network, 100 in the second layer,
and 64 in the third layer. The activation function of the model is Relu, the loss
function is cross-entropy. Parameter optimization is based on the Adam function.
An experimental study of the approach was conducted on the «Malicious UAVs
Detection» dataset [1].

The database consists of four classes of audio data: Drones (0), Birds (1),
Thunderstorms (2), Planes (3). Overall there are 1053 samples in the dataset. The
recording of a sound file for each class in the dataset is shown in figure 1.

In this study, each audio file was converted into its corresponding
spectrogram, and various features were extracted by applying acoustic methods to
these spectrograms. Mel-frequency cepstral coefficients (MFCC), Spectral
Centroid, Zero Crossing Rate, Chroma Frequencies, Spectral Roll-off signs were
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extracted from the spectrograms, their ensemble was created and drones were
detected (fig. 2).
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Fig. 1. Audio files in the Malicious UAVs Detection dataset
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Fig. 2. Spectograms of sound files in the "Malicious UAVs Detection” dataset

The efficiency of the proposed model evaluated on accuracy, precision,
recall, fl-score, loss metrics. The results of the experiments are given in table.

Experimental results of constructed models

Method IClasses |Accuracy Precision Recall F1-score [Loss

[Drone 1.00 1.00 1.00 1.00

Birds 1.00 0.94 1.00 0.97 5226
SimpleNN 1y inderstorm 0.89 1.00 0.89 0.94

Plane 1.00 1.00 1.00 1.00

Drone 0.74 1.00 0.74 0.85

Birds 0.67 0.60 0.67 0.63 7382
2l Thunderstorm [0.31 ) 1.00 0.30 0.47

Plane 1.00 50 1.00 67
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As can be seen from Table, SimpleNN showed the highest results for the
detection of drones. CNN showed low results on all metrics. The algorithm was
almost unable to recognize Thunderstorm class samples, and the model's scores on
Accuracy, Recall, and F1-score metrics were 0.31, 0.30, and 0.47, respectively.

A visual representation of the results in Table 1 is shown in Figure 3 (first
line SimpleNN, second line CNN).

a3y

— Tram loss.
— Validation loss

-
o3 —— Train accuracy
— Vatidation accuracy
i

Fig. 3. Visual representation of the experimental results (SimpleNN-first row; CNN-second row)

As can be seen from the confusion matrix in figure 3, the algorithm was able
to collect points diagonally across all classes. This algorithm showed an accuracy
of 0.89, recognizing 4 points incorrectly from the class Thunderstorms. CNN was
able to recognize only samples from the Plane class, and made mistakes in the oth-
er 3 classes.

1. Malicious UAVs Detection. URL: https://www kaggle.com/sonain/
malicious-uavs-detection.
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A METHOD OF DETECTING GPS SPOOFING ATTACKS
ON UNMANNED AERIAL VEHICLES

In this paper, the detection method of GPS spoofing attacks on UAV (Unmanned
Aerial Vehicles), based on CNN (Convolutional Neural Network) is proposed



