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As can be seen from Table SimpleNN showed the hj

: 5 ghest results for the
detection of drones. CNN showed low results on all metrics. The algorithm was
almost unable to recognize Thunderstorm class samples, and the model's scores on
Accural.:y,'Reclall, and F1-score metrics were 0.3 1,0.30, and 0.47 respectively
) visual representation of the results in Table 1 is shown,' i (
line SimpleNN, second line CNN). b ° (ft
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Fig. 3. Visual representation of the experimental results (SimpleNN-first row; CNN-second row)

As can be seen from the confusion matrix in fi i
) ' gure 3, the algorithm was abl
to collect points filagonal!y across all classes. This algorithm sho%ved an ac?:ufac;
of 0.89, Tecognizing 4 points incorrectly from the class Thunderstorms. CNN was
abl3e t;) recognize only samples from the Plane class, and made mistakes in the oth-
er 3 classes.

1. Malicious UAVs Detection. URL: https://www i
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A METHOD OF DETECTING GPS SPOOFING ATTAC
ON UNMANNED AERIAL VEHICLES »

In this paper, the detection method of GPS
. : ; poofing attacks on UAV (Unm d
Aerial Vehicles), based on CNN (Convolutional Neural Network) is proposeg i

There are several types of attacks against UAVs, including Man-In-The-
Middle attack, Denial of Service, Malware Injection and GPS Spoofing. In this
work, GPS Spoofing attack is considered. During GPS Spoofing attack against
UAVs, attacker transmits counterfeit signals to the GPS receiver on the UAV by
using special hardware. Thus, an attacker can hijack UAV or crash it on purpose
[1,2,3].
The proposed method is based on the analysis of log files. Log files contain
information about flight data. By analyzing these data it is possible to predict a
GPS spoofing attack. Data contains a total of 88 features, which 37 of them are
used in the analysis. The dataset is used in this work is «UAV attack datasety». The
method uses CNN as main algorithm. The structure of proposed CNN is shown in

figure 1:

Model: “sequential”

Layer (type) OQutput Shape Parap #
convid {ConviD) (None, 36, 32) %6
dense (Dense) {None, 36, 8} 264
max_poolingid (MaxPoolinglD) (None, 18, 8) -]
flatten (Flatten) {None, 144) )
dense_1 {Dense) {None, 2) 299

Fig. 1. Structure of proposed CNN model

The detection accuracy, precision, recall and F1-score of the proposed GPS

Spoofing detection method for UAVs are shown in Table.
As shown in Table 1, CNN for this particular problem has produced good
results. The normalized confusion matrix of GPS Spoofing detection method for

UAVs is shown in figure 2.

Accuracy, precision, recall and F1-score of the proposed GPS Spoofing detection

method for UAVs
Datasets Classes Accuracy Precision Recall Fl-score
1 Normal 0.99 0.99 0.97 0.98
GPS Spoofing 0.97 0.99 0.98
2 Normal 0.99 0.97 1 0.99
GPS Spoofing 1 0.98 0.99
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Fig. 2. Normalized confusion matrixes of the CNN model (a) - for dataset 1, b) — for dataset 2)

For performance measurement of the model, ROC curves constructed on the
true positive and true negative parameters. Visual representation of ROC curves is
shown in figure 3.
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Fig. 3. ROC curves of CNN model (a) — for dataset 1, b) — for dataset 2)
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