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ABSTRACT. The article examines the security issues of cloud-based SCADA (Supervisory Con-
trol and Data Acquisition) systems, which are widely used in monitoring and management of
the oil and gas industry. It outlines the advantages of cloud-based SCADA systems over tra-
ditional SCADA systems. It analyzes the security issues that may arise when using SCADA
system applications in the cloud environment.

1. INTRODUCTION

The SCADA system is widely used in the management of technological processes in the oil
and gas industry. SCADA systerns are industrial control and management systems that centrally
manage and control geographically distributed technical devices. SCADA system collects data in
real-time, performs local or remote control. The system provides comprehensive monitoring for
production operation in real-time. With the help of the system, important reference information
for production, control, and management is provided [9].

The amount of data generated by the automation of systems in the oil and gas industry and
the deployment of various new sensors can be measured in millions of gigabytes. Traditional
SCADA systems is not able to perform the requirements for big data analysis, accelerated
processing, delays and network scalability. The usage of cloud-based SCADA systems in solving
these problems can be considered a prospective solution.

2. MIGRATION TO CLOUDS AND SECURITY I[SSUES

Cloud technologies are widely used to solve complicated problems based on computer networks
and to create distributed computing systems for the management of technological processes. The
systems with high computing and memory resources are created based on computer networks
with high-speed communication channels. Utilizing high-speed communication channels, the
usage of cloud computing services is more efficient for users of various organizations and enter-
prises [1]. Recently, cloud computing technologies are widely used in the management of various
sectors of the oil and gas industry. Cloud computing technologies offer cloud services that pro-
vide data collection, storage, and processing for seismic exploration, drilling, production and
management of other sectors.These services provides the creation and usage of computer tech-
nology infrastructure and software directly in a network environment.Through this technology,
data is stored in cloud systems, processed, the running of processing programs and the review
of results is provided [10]. Cloud computing technology provides group activity and distant
visualization at the office of the oil company, its branches, and even remote areas. Recently, the
amount of data generated in the oil and gas exploration and production sector has increased
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significantly. Seismic data generated by seismic sensors is considered big data [11]. The study
of seismic data is considered an important part of effective drilling management. An effective
system for managing seismic data, as well as a high-productivity and large-capacity storage is
required. Oil companies using cloud services can apply high-performance virtual machines to
answer these requirements.

Thus, cloud-based SCADA systems play an important role in the effective management of the
oil and gas industry. The cloud-based SCADA system has the following advantages comparing
with traditional SCADA systems (2, 4]:

(1) The adding of new devices is provided to the system if required or needed. For the
company, the obtaining, installing and running of software and hardware cost cheap.

(2) Users can easily obtain the additional resources they need on a cloud server without
installing an additional device.

(3) Updating existing applications and adding new applications to the system is implemented
easily.

(4) Easy access to memory resources for the storage of big data generated in system man-
agement.

(5) Ensuring system reliability and security by creating reserve servers in the cloud.

(6) The users access to data hosted on cloud servers connected to the Internet in real-time.

(7} Cloud-based SCADA systems allow for efficient use of resources, low energy consumption,
also provide rapid deployment of new services and reduction of overall costs.

Thus, the transfer of traditional SCADA systems applications to the cloud environment allows
us to reduce costs, increase the scalability and make it more attractive to users in terms of
hardware. At the same time, the costs of obtaining, installing, maintaining the hardware and
software required for monitoring and management systems are decreased by the reduction of
technical staff. Despite the above-mentioned advantages, cloud-based SCADA systems have
serious security risk factors. Overtime, out dated technologies in various fields are replaced by
new ones, but unfortunately, only existing versions of available SCADA systems are improved
to adapt to the capabilities of both old and new technologies. The combined use of both
technologies puts the security of SCADA systems at risk. Forth is reason, as a result of the
integration of satellite systems into the cloud concept, integrated SCADA systems have become
more vulnerable to cyberthreats than the conventional SCADA systems.

Various articles [3, 7, 8| identifies security issues as a major problem in the integration of
SCADA systems to the cloud.In this type of environment, we observe higher security risks,
such as keeping confidential information out of the control of the organization.Cloud-based
SCADA systems are exposed to the same cybersecurity risks as other cloud-integrated systems.
Cyberattacks against SCADA systems can be classified as follows: hardware attacks, software
attacks, and communication system attacks. The SCADA control center operates on the basis
of information received from controllers (control devices). Attacks that make threats to process
control are aimed at altering control data or obstructing data transmission. The following
security risks exist in cloud-based SCADA systems [5, 6]:

(1) Due to cloud communication, SCADA systems are more public, thus the system commands
and data can be modified, leaked, lost or copied during communication.

(2) Virtually as long as each cloud service provider stores the data on its own server, they are
located on a common server used by hundreds or even thousands of other clients. In this case,
the data is shared with others, intentionally or unintentionally.

(3) Since the network connection between SCADA systems and the cloud is implemented over
the Internet, the data on communication channels may be compromised.

(4) SCADA systems integrated into cloud technologies may have all the same risks as in the
cloud infrastructure.

(5) SCADA system applications used in the cloud can be easily found and used byattackers.
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(6) Although SCADA systems use different protocols for management and automation pur-
poses, some of these protocols have a number of security vulnerabilities. For example, Modbus
and DNP3, the most common SCADA protocols, do not support authentication and encryption.

Open cloud migration requires the transmission of control over data, as well as control over
components of the system that were previously under the direct control of the organization,
to the control of the cloud provider. In this case, organizations that transfer data with high-
security requirements to the cloud should determine together with the provider how that data
will be managed and stored securely. Security risk management is a periodic process consisting
of several stages: the analysis of risks by identifying vulnerabilities and threats, the estimation
of risks, the decision-making on risk level, the identification and implementation of measures to
reduce risks.

3. CONCLUSION

The use of cloud-based SCADA systems increases in order to automate systems, grow ef-
ficiency and income opportunities in the oil and gas industry.There arise various problems in
data collection, transmission, and processing because of traditional SCADA systems being very
expensive, inflexible, and complicated scalability. The transferring of the SCADA system’s ap-
plications to the cloud environment reduces costs and improves scalability. Cloud-based SCADA
systems have significant advantages and are vulnerable to security concerns. For this reason, its
implementation is still not fully possible. With the right architecture and security, organizations
can not only take advantage of cloud technology, but also increase it ssecurity. To this end, there
is a need for additional research and gradual implementation of cloud migration.
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