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ABSTRACT

The essence and different approaches to the national security are explored in the article. The article
interprets the objectives and provision methods of the national security. Different areas and vital
interests that are the objects of the national security are classified. According to this classification, the
components of the national security, such as socio-political security, military security, information
security, food security, energy security, education system security, scientific and technological secur-
ity, health system security, transport system security, environmental security, mass media security, and
cultural-moral security are differentiated. The development of ICT, the growing role and responsi-
bilities of the information society in the national security system in connection with the formation of
information security are described. The article also analyzes the relationship between the information
security and other components of the national security. Application areas of ICT in each national
security component and information security threats are identified. Their solution ways are described.
The article uses analysis and synthesis, comparison, generalization and systematic approach. The
results obtained in the article can be used for the development of new security concepts, strategies
and other regulatory documents for the national security in the context of the information society.
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1. Introduction

Security has always been one of the most important
goals and needs of individuals, society and state, as
a whole. The formation and development of human
civilization have always been associated with the
elimination of various threats caused by nature,
society, hostile countries, technological facilities,
and so on. In other words, security is one of the
most important conditions for the existence and
development of society and state.

The notion “safety” was first used in 1190 as
a “quiet state of the human spirit in which he/she
considers himself/herself safe from any danger”
(Sidorkin & Iroshnikov, 2019). The problem of secur-
ity provision has been in the focus of many philoso-
phers, political scientists, historians and lawyers.

Numerous thinkers have come up with inter-
esting ideas about the state structure and security
of society and its objectives and functions (Peou,
2014). Plato believed that a state should focus on
its military, which provides the security of the
state. Aristotle viewed the way to ensure security
in society and state as shaping the socio-political
culture of citizens. Machiavelli, the Italian socio-
political thinker, stated that there were threats

both inside (from citizens) and outside (from
powerful neighbors) the country. He believed
that external threats might be overcome with
the help of a good army and reliable allies. As
for him, if external threats are eliminated, inter-
nal security is possible to be ensured. The French
philosopher Russo incorporated the concept of
“people’s sovereignty’ in the theory of “develop-
ment of society”. This concept envisages not only
the free and independent development of people
but also the security of society.

In the 1950 s, the American psychologist-
scientist Maslow proposed a “theory of motiva-
tion” (Maslow, 1954). In this theory, the author,
who created a hierarchy of basic human needs,
rated the issue of security second. That is, accord-
ing to Maslow, the physical needs of a person’s
life motivation are followed by his/her need for
security.

The term “national security” was first used by the
US President Theodore Roosevelt in 1904 in his
letter to Congress of the United States (Smith et al.,
2008). However, this term became official only in
1947. Thus, the United States adopted a law on the
national security in the same year. The US
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National Security Council and the CIA were first
established under this law.

In 1994, the UN proposed a new approach to the
concept of “security” for the 21st century (Alkire,
2003):

e Security refers not only to the country but also
to the public;

e Security is achieved not only through the pos-
session of the military force but also through
the development;

e Security refers not only to the state but also to
a person at house and at work;

e Security is a protection against the conflicts not
only between states but also between nations.

Traditionally, the concept of “security” is defined as
“lack of threat, stability, protection, safety and
reliability.”

According to the legislation of the Republic of
Azerbaijan, security is the protection of the state inde-
pendence, sovereignty, territorial integrity, constitu-
tional order, and the national interests of people and
country, the rights and welfares of people, society and
state against the internal and external threats.
However, some researchers believe that security
should not be considered just as some state. From
this point of view, security is also the relationship
and features of a particular system, as well as the
conditions and consequences of the activities of the
relevant structures aimed at ensuring a certain level of
security.

The concept of the national security of the Republic
of Azerbaijan specifies that the security environment
of the Republic of Azerbaijan is a combination of
factors affecting its sovereignty, territorial integrity,
inviolability of borders, national interests, sustainable
development, protection of welfare and values of the
population (National Security Concept of the
Republic of Azerbaijan, 2007).

Recent concepts define security as a level of pro-
tection of vital interests of an individual, society
and state against internal and external threats. The
vital interests include a set of needs that efficiently
ensure the activities and development of an indivi-
dual, society and state (Zelikow, 2003).

The interests of an individual include the realiza-
tion of constitutional rights and freedoms, the pro-
vision of personal security, the improvement of

living standards, and the physical, spiritual and
intellectual development.

The interests of society include the issues, such as
ensuring democracy, establishing a legal and social
state, achieving and supporting the public solidar-
ity, and improving the moral environment.

The interests of state include the inviolability of
the constitutional system, the sovereignty and ter-
ritorial integrity, the provision of social and politi-
cal, economic and social stability, legislation and
legal order, and the development of mutually ben-
eficial international cooperation with equal rights.
The full coverage of the interests of all three parties
is expressed by the concept of “national security”.

The sovereignty of any state refers to its national
security. Therefore, ensuring the national security is
one of the most important functions of the state. The
countries that fail to ensure the national security loses
their sovereignty, and their domestic and foreign poli-
cies are determined by other more powerful countries.
The national security of each state is also an integral
part of the international security.

The following methods for ensuring security are
available (Donohue, 2011):

e risk management;

e increasing the resistance to destructive effects
(for example, enhancing immunity in health
care, establishing a system to eliminate the
effects of destructive effects);

e creating a system and tools for protection

against threats;

destruction of sources of danger.

Three levels are distinguished for their scale of
security:

e global security;
e regional security;
e national security.

Security can be classified by specific features as
follows:

e object — person, society, state;

¢ fields - economic, social, socio-political, infor-
mation and so on;

e scale of damage -
insignificant;

excessive, significant,



e probability of occurrence - high probability,
probability, less probability;

e reasons of occurrence - natural, intentional;

e hierarchical principle - interplanetary, global,
regional, interstate, national, internal regional,
corporate, local, personal.

National security as a complex and multi-level sys-
tem covers all fields of activity. It represents a set of
subsystems each of which has its own structure.

Each of the fields of activity and vital interests is
affected by various threats. Therefore, security
objects have to be divided into the components
according to their fields of activity. It is of practical
significance. Based on this principle, the vital inter-
ests, threats and fields of national security can be
categorized as follows (Figure 1):

e social and political security;

e economic security;

o military security;

e information security;

e scientific and technological security;
e education system security;
healthcare system security;

e food security;
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e energy security;

transport system security;

e mass media security;

e environmental security;
cultural and spiritual security.

Different areas of national security are intercon-
nected and cannot be achieved without one
another. This article highlights the growing role of
the information security in the national security
system in the information society. The interrela-
tionship of various components of the national
security with the information security is investi-
gated. The characteristics of ICT application and
informatization, the main threats to information
security in these areas that constitute different com-
ponents of the national security and their preven-
tion ways are studied.

2. The role and place of information security in
the national security system

Currently, the concept of cybersecurity is used in
the relevant scientific literature in parallel with the
concept of “information security”. In some cases,
these terms are also used synonymously. However,
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we believe that “information security” is a broader
concept and that cybersecurity is an integral part of
it. Thus, information security covers both the phy-
sical and electronic information environment. And
cybersecurity covers only the electronic informa-
tion environment. Today there is a sufficient
amount of information resources on physical
media that act as an object of security, which con-
stitutes legal categories, such as state secrets, trade
secrets, intellectual property, personal information.
Therefore, we consider it more appropriate to use
the term “information security” in the article.

Information security refers to the protection of
information and information systems against
unauthorized access, use, disclosure, modification
or destruction to ensure confidentiality, integrity
and availability (Andress, 2014).

In other words, information security is the protec-
tion level of the national interests of the country within
the information sphere (on a balanced basis of vital
interests of an individual, society and state) against
internal and external threats (Imamverdiyev, 2015b).

From another perspective, information security
is a set of qualitative indicators that ensure the
integrity, management, essence, different potentials
and reputations of the object’s features and devel-
opment directions (Alguliyev et al., 2017).

The interests of an individual in the field of
information include the issues such as the
information availability, the use of information
for the purposes not prohibited by law, for
physical, moral and intellectual development,
as well as for the protection of personal infor-
mation and the information that ensure the
personal security.

The interests of the society in the information
sector include ensuring the interests of an indivi-
dual in this area, strengthening the democracy,
formation of a legal state and achieving the social
solidarity.

The interests of the state in information sphere
consist of the sustainable and balanced development
of the information infrastructure of a country, the
creation of favorable conditions for the realization of
constitutional rights of citizens in terms of informa-
tion, protection of the state information resources
against illegal access, and ensuring the security of
information and telecommunication systems of
a country.

According to the relevant concepts of a number
of countries, the objects of information security are
(Alguliyev et al., 2017):

e information resources (information resources
on physical and electronic media that constitute
state secrets, trade secrets, confidential and gen-
erally accessible information resources);

e systems for the formation, distribution and use
of information resources (information systems
for various purposes, libraries, archives, data-
bases and banks, etc.);

e information infrastructure (information analy-
sis and processing centers, information
exchange channels and telecommunications,
information protection systems and facilities);

e the system of formation of public conscious-
ness (worldview, political views, moral values,
etc.)

e information and legal system (information
rights of citizens, legal entities and the state,
protection of confidential information and
intellectual property, etc.)

The main objectives of the national security in
information sphere may include (Alkire, 2003;
Sidorkin & Iroshnikov, 2019; Zelikow, 2003):

e ensuring a sensitive balance between the
implementation of information rights of citi-
zens and the information security;

e promoting the information infrastructure,
supporting the development, dissemination
and application of new information technolo-
gies in all required areas, unifying the tools for
information retrieval, collection, storage, pro-
cessing and analysis with the global informa-
tion infrastructure requirements;

e improving the legal framework for the infor-
mation security, and coordinating the activities
of relevant government agencies;

e developing the national telecommunications
and information technology industry;

e reliably protecting the public information
resources in government agencies and other
strategic areas.

In the modern era, when ICT is rapidly developing
and deeply penetrating into all areas of the society



and all fields of activity, and as a result, the informa-
tion society is formed, the information security is
closely linked to the national security and its various
components.

At the current stage of development of statehood
and society, the problem of national security is extre-
mely complex, complicated and multifaceted, and its
information components are becoming more vivid.
Thus, ICT begins to play an increasingly important
role in the provision of the national security and
stability. Therefore, all developed countries particu-
larly focus on the creation and development of var-
ious information infrastructures and systems to
ensure high level of national security.

The level of public awareness, the existence and
availability of the reliable information on the status
and development of economic, socio-political and
social processes define the capabilities of the gov-
ernment structures and society to make effective
decisions in the socio-political, military, economic,
environmental, social and cultural spheres. In this
regard, information becomes crucial for the sus-
tainable development and security of the society.

In the new era, information security is becoming
more important than other components in the
national security system. Thus, information has
become the most valuable resource of mankind,
and all progressive innovations in science, educa-
tion, management, economy, business, society, sig-
nificant events are related to information and
knowledge production. In the information society,
all fields of human activity are transferred to the
information space, and information processes also
cover the social, socio-political, legal, economic,
psychological, cultural and other relationships.
Simultaneously, the negative effects of information
processes are becoming more distinct and increas-
ing the risks of cybercrime, cyberterrorism and
information warfare (Alguliyev et al., 2017).

All these fields are important elements in the
protection of vital interests in various areas of
national security. With the emergence of new
development fields and application areas of ICT,
the scope and, accordingly, responsibilities of infor-
mation security are expanding.

With the advent of big data analytics, cloud com-
puting, inexpensive and advanced sensors, and
broadband mobile communication, all manufactur-
ing and service industries called the “4th Industrial
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Revolution” have radically changed (Hofmann &
Riisch, 2017). The main feature of these technologies
is that without human intervention and the func-
tioning of an autonomous decision-making system
provides foundation for the next - fifth industrial
revolution (Ozdemir & Hekim, 2018). Industry 5.0
will base on robotics and artificial intelligence.
However, the information security threats of these
technologies are still poorly studied, and the relevant
risks related to their application are required to be
assessed (Atag & Akleylek, 2019; Lu, 2017).

3. Social and political security and information
security

One of the most important components of the
national security is socio-political security. The
level of social and political security is an indicator
of the government activities. In other words, the
violation of social and political security refers to the
paralyzed government and chaos. The status of
other components of the national security also
depends on the level of social and political security.
Security in the military, economic, social and other
areas cannot be achieved without the social and
political security and stability in any country.

From the point of view of local (national) con-
ditions, the socio-political security means the sta-
bility of the social and political system in the society
and country, the basic interests of all social groups,
the basic human rights and freedoms, and the lack
of socio-political conflicts (Margolis, 2010).

From the external point of view, the social and
political security is the level of protection of the
constitutional system, sovereignty, territorial integ-
rity and national interests of a country by the state
authorities in the international arena.

The social and political security is also a matter
of realizing the principles of social justice in the
society, providing citizens with the minimum level
of social welfare and high living standards.
Ensuring the social and political security is, in
fact, a guarantee of the social stability.

Today, ICT plays an important role in both
securing and disrupting the social and political
security. For example, in the provision of
a number of basic human rights and freedoms,
including education rights, freedom of expression,
freedom of information, creativity, the right to
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participate in governing, the right to appeal, the
right to privacy, the right to life, equality, property
rights, housing rights, marriage rights, labor rights,
leisure, social security, etc., ICT provides broader
opportunities that have been never available before.
At the same time, any country has the opportunity
to use information warfare technology to disrupt
the social and political stability through ICTs
(Beskow & Carley, 2019).

There is a great need for the information security
measures to safeguard the stability of the technolo-
gical environment created to secure the rights and
freedoms, as well as to protect against the ideologi-
cal and technological implications targeted at
undermining the social and political stability.

The state governing bodies are the most
important objects of the social and political
security. The current public administration sys-
tem, which is formed and developed through the
use of ICT, is the most responsible field of e-gov-
ernment information security. Provision of the
technological infrastructure, electronic docu-
ment circulation, e-signature authentication sys-
tem, protection of state secrets, personal
information protection, accessibility of the public
information resources on the e-government plat-
form, etc., are important tasks in the field of
information security.

4, Military security and information security

Military security of the state is the level of protec-
tion of the constitutional system, social and politi-
cal, economic and social stability and the stability of
the society against the threats and dangers and
military aggression (Brooks, 2005).

The role of the information factor in the military
security structures of the developed countries is
increasing. These countries effectively use the infor-
mation resources and technological opportunities to
enhance their military capabilities and strengthen
their defense systems (Szpyra, 2014).

The information protection system of a state,
along with other components, as a complex struc-
ture, is also responsible for the military information
protection. The main information objects to be pro-
tected in the military sphere are: central military
management, information infrastructure of the gov-
erning bodies of separate types of troops, formations

and military units; automated control systems of
troops, military equipment and weapons.

In addition, a number of specific tasks are being
implemented in the engineering forces, with greater
burden of information: preparation of battlefields,
surveillance, engineering investigation, conceal-
ment of personnel, techniques and positions, defin-
ing the routes, removing the obstacles, and so on. In
modern world, the capabilities of information tech-
nology are widely used to realize such combat tasks
(Kramer et al., 2009).

Transmission and processing of information dur-
ing the engineers’ management involve the following
processes: collecting military-engineering informa-
tion about the current situation and converting it
from text into graphical form (cryptography), trans-
mitting graphic information to higher authorities,
converting the graphic information into text, proces-
sing and evaluating the information and relevant
decision-making, and converting the decisions
made into graphical form and transmitting them to
the local military units and converting them back
into text again (Imamverdiyev, 2015b).

The process of developing and changing the
military maps, which are of the key warfare docu-
ments, is also directly implemented through infor-
mation technology. These maps ensure a flexible
and accurate visualization of the current tactical
situation. Modern armies are widely using robotic
devices and unmanned aerial vehicles for remote
investigation and other purposes.

Successful implementation of these processes, first
of all, requires high-level information security. In this
regard, special military units, ie., cyber troops are
formed in several countries (Imamverdiyev, 2015c).

Information Warfare is one of the issues closely
related to the military security (Alakbarova, 2010).
History shows that, in each era, along with the
military operations, information weapons and
information attacks were also used. The party that
more successfully uses this method has additional
opportunities to achieve its goal.

During the second half of the twentieth century,
information technology has been actively and suc-
cessfully applied in military operations. This is due to
the development and new opportunities offered
by ICT.

One of the main goals of the information warfare
in parallel with the military operations is to spread



provocative disinformation, discouraging, frustrat-
ing and harassing the opposite army or the entire
population. Rapidly developing ICT provides great
opportunities for such psychological effects. In this
regard, one of the main tasks of information secur-
ity is to be prepared for the information warfare
and take relevant measures to prevent it if real
threats occur.

5. Economic security and information security

Economic security is a state of ensuring the mini-
mum required volume of national production by
economy and its various sectors (finance, banking,
investment, tax, etc.) for independent existence and
development of the country. Moreover, protection
of the strategic economic resources of the country
against the influence and control of adversarial and
criminal forces represents the protection level of
the basic economic rights and freedoms (Alguliyev
and Mahmudov, 2013a).

Ensuring economic security is one of the main
conditions for successful provision of the country’s
sovereignty, stability and normal functioning of
society. This is explained by the fact that the econ-
omy is one of the most important activities of the
state, society and individuals. The national security
cannot be ensured if the economic security is
absent. Therefore, economic security is considered
to be one of the topmost priorities of the state
(Alguliyev and Mahmudov, 2013b).

Information technologies, including Internet
technologies have been recently widely applied in
management, finance, technical infrastructure, pro-
duction, services, household and others spheres.
Affected by these technologies, traditional areas
such as banking, public administration, healthcare,
education, mass media, transport and communica-
tions are undergoing serious transformations. The
more the role of information and information tech-
nology in the economic field grows, the more infor-
mation security issues are beginning to play an
important role in the economic sector.

The new economy is based on information and
knowledge. Information and knowledge have already
become increasingly important among the key factors
of production and services. An information resource
is also added to the traditional resource types in the
information economy. High efficiency in material
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production is possible only due to the collection, pro-
cessing and use of information resources. Information
resources are materialized in the form of documents,
databases, algorithms, computer programs, literature,
art and scientific works. Information resources of the
country, region and enterprise, by their importance,
are referred to the strategic resources, such as raw
materials, supplies, energy, minerals and so on.

The main technologies of information- and knowl-
edge-based economy may include (Hadad, 2017):

* Big data;

e neurotechnology and artificial intelligence;

¢ nanotechnologies;

e distributed registry systems (blockchain);

e quantum technology (quantum information,
quantum computers, quantum cryptography,
etc.);

e Internet of Things;

e robotics;

e virtual and augmented reality technologies;

¢ 3D printer;

e and so on.

Modern concepts of formation and development of
information- and knowledge-based economy mainly
address the following issues (Tang, 2015):

e legal regulation;

e education and human resources;

e scientific research;

e development and implementation of new
technologies;

¢ development of information infrastructure;

e provision of information security.

One of the most important aspects of economic
security is the security of its infrastructure
(Alguliyev and Mahmudov, 2013b). Infrastructural
security is a condition for ensuring continuous and
unhindered operation of the national economy
infrastructure. In this area, continuous and effective
implementation of the social production processes is
achieved by ensuring fault-tolerance. The goal of
providing infrastructural security is to ensure the
necessary initial infrastructure conditions for the
provision of the consumers with the infrastructure
services and the security of the products provided, as
well as for the sustainable operation of the country’s
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economic system in the presence of internal and
external threats to vital economic interests.

The main threats to the security of the economic
infrastructure may include:

e depreciation and technological decline of the
infrastructure;

e infrastructure development lagging behind the
services and production sectors;

e deformation of the structure of the infrastruc-
ture environment;

e high material capacity of the infrastructure
complex;

e suppression of the national infrastructure
complexes by foreign analogs in the domestic
market.

With the widespread and comprehensive use of
ICTs, major qualitative changes occur in the eco-
nomic infrastructure. Micro and macro-economic
entities that are left out of the process are guaran-
teed to lose competitiveness. Therefore, deteriora-
tion of the material and technical base and
technological decline of the infrastructure complex
is the most important factor in the threats to the
infrastructure security. Elimination of the dete-
rioration of the material and technical base and
technological deficiencies mentioned above can be
achieved through effective use of ICT. The high
material capacity of the infrastructure complex is
also referred to the threats to the infrastructure
security. To overcome this risk, the high material
capacity of the infrastructure complex is required to
be significantly reduced. This can only be realized
through the use of information and science-based
technology.

Another important aspect of economic security
is production security (Alguliyev and Mahmudov,
2013b). Production safety is the protection level of
the economic interests in the manufacturing sector.
The purpose of production safety is to create con-
ditions for the stable operation of production facil-
ities and the release of competitive products with
the most efficient use of all available resources.

Recently, the process of rapid informatization of
traditional industries and services is underway
(Petrenko, 2018). Information technology, includ-
ing e-document circulation, is used in business
management, production and service processes.

All documents and information stored in paper
are converted into electronic form. Various data-
bases and information systems are created at the
enterprises. All of them also act as the subjects of
information security. Therefore, the importance of
information security in manufacturing and service
enterprises is highlighted.

One of the main trends in the economy under
the influence of information technology, especially
the Internet, is digitalization (Ozili, 2018). That is,
a person does not interact with real objects, but
their images and symbols through advanced tech-
nical devices. The process of digitization is more
common in financial and monetary systems. In
addition, paper currencies and metal coins are
replaced by electronic money, cash payments by
cashless payments, and electronic payment systems
are emerging and developing.

Financial security is one of the most important
components of economic security (Abbosh & Bissell,
2019). Financial security affects virtually all economic
activities of the country, both at the macroeconomic
and microeconomic levels. That is, financial security is
an important factor for the sustainable functioning of
the entire system of economic relations in the country.
Ensuring the financial security of the country is related
to the proper implementation of fiscal, monetary and
currency regulation policy.

With the advent of electronic money and elec-
tronic payment systems, financial security, which is
an important area of economic security, has also
begun to act as information security.

In general, the main threats to information
security in the economy are as follows (Abbosh &
Bissell, 2019; Teoh & Mahmood, 2017):

e state statistical system;

e finance and credit system;

e intelligent information systems and bases that
ensure the functioning of society and state in
the economic sphere;

e accounting system of enterprises and organiza-
tions, irrespective of their ownership form;

e systems for collection, processing, storage and
transmission of information related to finan-
cial, exchange, tax, customs, foreign economic
activity of the state and individual enterprises
and organizations, regardless of their owner-
ship form.



The purchase of informatization, telecommunica-
tions and information security products from abroad
also makes the country technologically dependent on
imports. This should be considered as one of the
serious information threats in the economic sphere.
Cybercrime is also one of the main threats to the
normal functioning of the economy.

Moreover, one of the serious threats to informa-
tion security is the insufficient legal and regulatory
framework to define the responsibility of business
entities for dissemination of disinformation or con-
cealment of information about their commercial
activities, as well as about the consumer character-
istics of their products.

In general, the following measures at the state
level are required to ensure information security in
the economic sphere (Abbosh & Bissell, 2019; Teoh
& Mahmood, 2017):

e organization and implementation of state con-
trol over the establishment, development and
protection of systems and tools for collection,
processing, storage and transmission of statisti-
cal, financial, exchange, tax, customs and other
information;

e development and implementation of the
national electronic payment systems protected
on the basis of intellectual card, electronic
money and e-commerce systems;

e improvement of the regulatory framework gov-
erning the information relations in the economy;

e improvement of human resources training in
the collection, processing, storage and trans-
mission of economic information.

6. Energy security and information security

Energy security is the level of protection of the
country, citizens, society, and the economy against
the threats to the reliable fuel and energy supply
(Ang et al., 2015). These threats are identified by
external factors (geo, socio-political, macroeco-
nomic, conjuncture, etc.), as well as by the state
and activities of the country’s energy sector.

The main principles of energy security may
include (Bompard et al., 2017):

e reliable energy supply of strategic and impor-
tant facilities;
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e replenishment of consumed fuel resources;

e diversification of fuel and energy types;

e consideration of ecological requirements;

e prevention of inefficient use of energy
resources;

e insufficient revenue of energy resources in
domestic and foreign markets and creation of
free economic conditions for efficient export;

e and so on.

Power systems and facilities are referred to the
critical facilities (Cai, 2018). Because, in modern
age, the activities of public life, all services and
production areas, and the activities of public
administration bodies depend on safe and stable
operation of the energy system. Therefore, infor-
mation security in this area is of critical importance
(Onyeji et al., 2014).

Currently, electricity generation, its connection
to a single system, transmission and delivery to
consumers also cover a very multifaceted and com-
plex process. All these processes are implemented
through ICT.

Recovery of alternative energy sources and find-
ing alternative sources using the capabilities of the
Industry 4.0, namely of the network of intellectual
sensors, cyber-physical systems and supercompu-
ters, in other words, the development of “green”
smart energy, which is a part of the “green” econ-
omy, is one of the most important challenges for
mankind (Biresselioglu et al., 2018).

In the modern world, energy security is one of the
most important areas of the national security. The
use of ICT in all areas of activity, the processes of
information society formation are “nourished” by
electricity. Unlike the agrarian and industrial socie-
ties, the information society is experiencing a stage of
development completely dependent on electricity.
Therefore, one of the most important issues in the
building of the information society stated in the
“ideology of the millennium” is the sustainable and
safe energy supply. As a result of power cuts, the
activities of the state, manufacturing and service
sectors may become paralyzed, with significant
financial losses (Venkatachary et al., 2017).

Generally, energy is one of the strategic areas
that requires special complex measures to ensure
information security. The main object of energy
protection is not information, but technological
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process and management system (Yadav & Paul,
2019). In this environment, security system is
required to ensure the integrity of the technological
process and continuity and efficiency of control
(Khan et al., 2016; Pourbeik et al., 2006). The
importance of information security in the energy
sector is determined by the consequences of the
implementation of relevant cyber-threats. This is
not just a material loss or reputational damage,
but also a damage of health of citizens, environ-
mental deprivation, serious damage to the military,
economic, transport, communications and social
infrastructure, and paralysis in all areas.

7. Food security and information security

Food security is one of the main human rights.
Therefore, the enforcement of this right is consid-
ered an important objective of each state. Food
security is the level of sufficient nutrition of every
person for healthy and productive lifestyle. Solution
to this problem is, first of all, related to poverty
reduction, improvement of the efficiency of food
supply and consumption (Godfray et al., 2010).

According to another approach, food security is
the capacity of national producers to provide the
population with acceptable nutrition and calories,
in accordance with the appropriate medical norms,
regardless of war or military conflict.

Food security is related to a number of areas:

e production;

e raw materials;

e finance;

scientific and technical;
e socio-demographic;

e labor market security;
e public;

e information security;

e and so on.

ICT capabilities are now widely used to ensure food
security. All the necessary information is provided
through ICT to carry out farming activities: agro-
business models, real-time weather forecast, agri-
cultural and agro-technical information, calendars,
and so on (Aker et al., 2016).

The opportunities, such as observation and
monitoring of agricultural facilities and real-time

processes, sensing operative and accurate informa-
tion from these facilities, analyzing and making
management decisions are important for the safety
of food products and drinking water resources.
Such analytical information systems act as
a common object of both food security and infor-
mation security (Mohanraj et al., 2016).

Systematic monitoring of food stocks is consid-
ered to be one of the most important measures to
ensure food security. Such monitoring implemen-
ted through advanced ICTs and space satellites
includes the followings (Gebbers & Adamchuk,
2010):

e remote probing of agriculture and water
resources;

e application of computers, networks, databases,
software, Big Data, CIS technologies for the
collection, analysis and use of food safety
information;

e use of network infrastructure to inform farm-
ers and consumers.

The main task of information security in the field of
food safety is to ensure the completeness, confiden-
tiality and availability of the information necessary
for relevant management structures, decision
makers and consumers (Cooper, 2015).

There are also other important issues that are com-
mon to food security and information security:
unauthorized seizure and disclosure, misuse, destruc-
tion or loss, falsification of food information, and
manipulation of such information and so on. These
threats can also be realized by external agents, cyber
criminals, dissatisfied employees, and spies of the rival
company.

Formation and development of electronic agri-
culture further enhances the role of information
security in the food sector. The use of ICT in
electronic agriculture involves the planning,
development and implementation of innovative
methods in plant growing, livestock, fishing, for-
estry and water management. In a broader sense,
e-agriculture covers the issues, such as the appli-
cation of relevant technologies, activities, support
for the development and implementation of
norms and standards, capacity building, human
resources training and dissemination of knowl-
edge (Fernando et al., 2016).



8. Scientific and technological security and
information security

In the modern era of the emergence and develop-
ment of the information society and knowledge
economy, the importance of the scientific and tech-
nological field for national security is growing. The
economic and military power of any state is linked to
its scientific and technological potential (R.M.
Alguliyev & Imamverdiyev, 2010). The great French
scientist L. Pasteur wrote that “science should be of
the highest value in the country; the nations that are
ahead of others in the field of intellectual activity will
always be leaders in other areas.” Indeed, the coun-
tries that are more advanced in science and technol-
ogy, today, are more involved in political, economic,
military, cultural, etc.

They also have the potential to significantly
influence other countries in mentioned areas.

Science and technology play a key role in ensur-
ing the national security in all areas, and they also
need to be secured. In particular, there is a great
need to protect scientific and technological activ-
ities from the information security aspect in the
modern era.

The main objects of scientific and technological
security of the state are (Mowery, 2009):

e results of fundamental and applied scientific
researches important for scientific, technological,
socio-economic development of the country;

e inventions, non-patented technologies, indus-
trial designs, utility models and experimental
equipment;

e scientific and technological personnel and
their training system;

e management of complex research facilities;

e and so on.

External threats to information security in scientific
and technological activities may (Halbert, 2016;
Mayers, 2018):

e unauthorized access attempts to national
scientific and technological resources by devel-
oped countries;

e restrictions of the development of national
scientific and technological potential through
providing the privileged terms for foreign

INFORMATION SECURITY JOURNAL: A GLOBAL PERSPECTIVE 1

scientific and technological products in the
local market;

e realization of the industrial espionage within
the country by foreign state and commercial
organizations;

e attraction of perspective scholars and specia-
lists working in strategically important areas of
the country by foreign countries through
socio-economic motivation.

Internal threats may include:

e decrease in financing of scientific and techno-
logical activity;

e decrease in the youth’s interest in these areas as
a result of reduced prestige of the scientific and
technological fields;

e lack of production of competitive products in
the field of information technology and other
high technologies which ensure technological
independence of the country;

e presence of serious problems in the field of
patent protection of the results of scientific
and technological activities.

The following issues are to be solved to ensure
scientific and technological security of the state
(Tabansky, 2016):

e realization of national scientific and technolo-
gical capacity building;

e development of priority areas of scientific
research and technology, ensuring international
competitiveness of the national economy;

e provision of the confidentiality and protection
of high-risk industries, research organizations,
strategic enterprises and organizations that are
the objects of state secrets;

e control over the export of technology and
scientific developments;

e protection of intellectual property rights in the
field of foreign economic activity and scientific
and technological cooperation;

e intelligence and counter-intelligence activities
in the field of technological and scientific
developments of strategic importance;

e regulation of physical and virtual “brain drain”
to foreign countries.
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9. Education system security and information
security

The education system is of vital importance for
national security (Klein & Rice, 2014). In other
words, human factor is at the forefront of security.
The education system plays an exceptional role in
the development of human resources, personality,
formation of their outlook, intellect, national-moral
values and patriotic spirit.

Thus, one of the strategic foundations of the
national security system is related to education.
Education is equally vital for all three levels of national
security: personal, social and state (Orikpe, 2013).

The specific weight of the information component
of the education system and process is very high.
Thus, the content of textbooks, manuals and lessons
taught by teachers must meet the requirements of
national security and information security which is
an important component of it. The educational pro-
cess should be protected from advertising and pro-
motion on any subject matter prohibited by law.

Digitalization of textbooks, manuals and libraries,
the emergence of electronic textbooks, and the avail-
ability of additional knowledge and information
beyond the control of the educational system used
by students and pupils on the Internet make the
security issues even more complicated. Therefore,
security of information related to the education sys-
tem is entrusted with a lot of responsibilities (Dai
et al., 2016).

One of the major threats to information security
in education system is the seizure of confidential
information, for example, the theft of exam ques-
tions stored in electronic databases. In addition, the
issue of ensuring the security of online exams, as
well as distance learning processes, is also relevant.

The following measures have to be taken to
ensure information security in the education sys-
tem (Bialaszewski, 2015; Pires & Moreira, 2012):

e protecting computers used in the educational
process against unauthorized access (viruses,
hacker attacks, etc.);

e filtering the Internet traffic at educational
institutions;

e conducting serious expertise of printed and
electronic versions of textbooks and manuals,
protection of their integrity;

e informing the teachers, pupils and students
about the essentials of information security
and mastering an information culture.

One of the key elements in ensuring information
security is the training of highly qualified specialists
in this field who are able to apply their knowledge
in real-time and respond quickly to emerging cyber
threats. There is a great demand for information
security specialists in the global labor market
(Thomson et al., 2019).

10. Healthcare system security and information
security

The strategic goals of ensuring national security in
the health sector may include (Feldbaum et al,
2006): to extend life expectancy, to reduce disability
and mortality; to improve timely provision of first
medical aid and high-tech medical care; to improve
the standards of medical care; to improve the qual-
ity, effectiveness and safety control of medicines,
reliable protection of patients’ rights, etc.

The main threats to national security in health
care may include (Fidler, 2003):

e spread of large-scale epidemics and pandemics;

e spread of immunodeficiency virus, tuberculo-
sis, drug addiction and alcoholism;

e increase of availability of psychoactive and
psychotropic substances;

e and so on.

It is required to improve the quality and avail-
ability of health services through the use of ICTs to
strengthen the national security in healthcare sec-
tor, to provide state support for promising research
in pharmaceuticals, biotechnology and nanotech-
nology, to improve economic mechanisms and to
reinforce the material and technical base (Blaya
et al., 2010).

Hospitals, medical centers and other health care
facilities generate large amounts of personally iden-
tifiable information about patients. Many docu-
ments refer to the legal category of physician-
patient privilege. These data and documents are
currently circulating electronically in various infor-
mation systems and stored and analyzed in certain



databases. Medical institutions are shifting to the
electronic document management system, and the
patients’ electronic registration system is formed.
Note that medical data are the most sensitive cate-
gory of personal data (Chenthara et al., 2019).

With the application of ICT in the field of med-
ical activity, e-medicine, cyber-physical and cyber-
biological systems are formed. In addition, remote
medical services are provided, e-health cards are
issued to citizens, and the ICT is widely used in
the diagnostic and investigative procedures and
numerous surgeries.

Many medical devices are also widely using
operating systems, so they are also vulnerable to
attacks, conventional computers. However, devices
with special operating systems can also be exposed
to cyber-attacks, and a software update mechanism
is often used for it (Pandey et al., 2019).

As a result of the fast informatization of the
health care system and the emergence of electronic
medicine, the level of dependence of the medical
system on ICT and information security is also
increasing (Y.N. Imamverdiyev, 2016).

11. Transport system security and information
security

The transport system is a very critical area in terms
of security. Security of transportation infrastructure
and facilities requires large amounts of financial and
human resources. Because this area is concerned
with the human safety, and the security of valuable
raw materials and finished products, and the acci-
dents in this field often lead to mass casualties and
large financial losses (Theoharidou et al., 2011).

The transport system is designed to meet the
transportation needs of people and includes vehi-
cles, transport facilities (infrastructure), transport
enterprises, hierarchy of transport system manage-
ment, and the environment.

Transport infrastructure includes highways, rail-
ways, air corridors, waterways, canals, tunnels,
bridges, pipelines, transport nodes or terminals (air-
ports, highways and railway stations, seaports, etc.).

Vehicles include conveyors, ships, elevators, wings,
loading cranes, jets, cars, bicycles, motorcycles, buses,
trams, trolleybuses, trains, planes, and so on.

Transport and communication are closely inter-
connected areas. The fast development of transport
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and services in the modern world is also due to the
rapid growth in telecommunications.

At the same time, the modern transportation sys-
tem cannot be imagined without information tech-
nology. Intellectual transport management systems
are being successfully implemented around the
world today, enhancing productivity in this area,
providing high-quality services, providing optimal
management and security directly through the cap-
abilities of information technology (Thomopoulos
et al., 2015).

Passengers, vehicles and equipment are also
automatically identified. In addition, online mon-
itoring of traffic, passengers and cargo are realized.
Online video surveillance systems and sensor net-
works are used to safeguard the transport infra-
structure (roads, bridges, tunnels, pipelines,
channels, etc.). Intelligent systems are used to reg-
ulate the traffic. Moreover, all types of vehicles
themselves become intelligent and “smart”.

Moreover, in the transport system, there is
a large volume of personal data concerning the
passengers, service personnel, information that is
a state secret, a trade secret.

In addition, although the e-mail system evolves,
it is advisable to transmit some official letters, docu-
ments in hard copy through physical mail for secur-
ity and privacy reasons.

All processes implemented in the transport sys-
tem with the use of ICT, infrastructure facilities,
vehicles, information circulating in this system,
including physical mail information become the
object of information security (Dellios et al., 2015).

12. Ecological security and information security

Ecological security is a state of the environment and
normal living conditions protected against the con-
sequences of negative economic activities of the, as
well as natural disasters and so on.

In the relevant legislation of the Republic of
Azerbaijan, ecological safety is defined as “ensuring
the vital interests of the person and society and
protection of the environment against the anthro-
pogenic and natural impacts on it.”

The state has a number of responsibilities to ensure
ecological security. One of these tasks is to organize
and implement information support. Appropriate
information support includes monitoring of the
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environment and natural resources, gathering and
analyzing the necessary information, making adequate
decisions and taking measures, as well as disclosing
information on the condition of the ecology, ecologi-
cal damage and hazardous ecological impacts.

In modern times, all these processes are imple-
mented using information technology. Thus, the use
of the Internet of Things, sensor networks to obtain
accurate and operative information from ecological
objects. Security of these information systems is of
critical importance in terms of ecological security.
Accurate and reliable information on any ecological
disaster should be timely obtained so that preventive
measures can be taken (Popovic¢ et al., 2017).

With the development of ICT, a new trend in
ecological security, namely electronic waste security
is becoming more relevant (Alghazo et al., 2018). In
recent years, the volume of e-waste has been
increasing rapidly. Such wastes seriously harm
human health and environment. Some of the elec-
tronic waste includes data storages. Practice shows
that data storages thrown away as waste contain
confidential information of a different nature.
Alternatively, such data may, at first glance, be
viewed as insignificant, however confidential infor-
mation can be obtained from them through Big
Data technology. Therefore, relevant electronic
waste acts as an object of information security.
The main task of information security in this area
is to reliably destroy the data stored on those elec-
tronic storages (Aghayev & Aliyeva, 2013).

13. Mass media security and information
security

Provision of mass media security is of particular
importance in the national security system. Thus,
any inaccurate, biased, provocative information
disseminated by the media that serves as an infor-
mation provider for citizens can pose serious pro-
blems for national security and socio-political
stability in the country (McLeod & Shah, 2014).

Since information is an object of mass media
performance, the activities of this area are common
for information security. The main task of informa-
tion security related to media is to protect the
national interests.

One of the key indicators of the level of informa-
tion security of the media is its sustainability to

information warfare operations. In this regard, the
necessary technological base and human resources
are required to ensure this sustainability (Taylor,
2015).

Particularly in case of emergency situations, the
function and importance of the media increase
much, and it is necessary to provide operative, com-
prehensive and reliable information to the citizens,
public, so that no any negative tendencies, such as
confusion, frustration, and so on, do not occur. In
this regard, one of the key objectives of information
security in media is to ensure the availability of
certain information sources (Henrichsen et al., 2015).

Media transformation and convergence with the
influence of ICT, the emergence and development
of the Internet media, the opportunities to meet
online demand for information operatively, and
the formation of civic journalism further compli-
cate information security in this area. Under these
conditions, the opportunities for various informa-
tion crimes also increase (Thakur et al., 2019).

14. Security of cultural and spiritual sphere and
information security

Cultural and moral security is the protection level of
the public consciousness and the spiritual and moral
health of people, as well as the protection of the tradi-
tional moral values and lifestyles against the internal
and external negative effects. The state’s responsibility
in this area is to protect the moral norms, traditional
confessions, national and cultural traditions, historical
traditions and values (Giles, 2011).

The main objects of information security in the
cultural and moral sphere of the state are:

e personal dignity;

e freedom of conscience;

e freedom of choice and dissemination of reli-
gion and other beliefs;

¢ freedom of speech and expression;

e freedom of literary, artistic, scientific, technical
and other creativity;

e inviolability of personal life, personal and
family secrets;

e main communication language and language
of the national minorities, moral values, histor-
ical and cultural heritage;

e intellectual property.



The main threats to national security in the cultural
and spiritual sphere are as follows (Colarik &
Janczewski, 2015):

e negative effects of mass cultural products
(clothing, behavior, lifestyle, etc.) aimed at
the spiritual needs of different groups of
population;

o illegal aggression against cultural objects;

e illegal propaganda to promote national values;

e generation of a negative opinion about the
history of a country, its people and historical
personalities;

e promotion of racial, national, religious discri-
mination and intolerance;

e activities aimed at violating the literary norms
of the state language or the main communica-
tion language.

To develop the culture of the national minorities
against the national security threats in the cultural
sphere, it is important to enhance the effectiveness
of state regulation, to promote tolerance and
mutual respect in society, to strengthen the inter-
cultural relations, to protect and develop the cul-
tures of the national minorities and the cultural
values of nationalities and citizens, to strengthen
the technical bases of cultural and leisure facilities,
to propagate and develop the cinematographic and
print products, television and radio broadcasting
and the Internet content promoting the national
and moral values, to provide their accessibility, to
organize the state orders to increase the volume and
quality of such products, to develop the ethno-
tourism and to take relevant measures.

Serials, TV programs, Internet video-materials,
e-books, and other digital resources produced by
various countries for cultural and spiritual purposes
directly become the subject of information security.

Ensuring information security of the country in
cultural and spiritual spheres is related to the use of
a number of constitutional rights and freedoms,
namely information rights, cultural and moral
values, historical traditions and norms related to the
development, formation and behavior of a person.

Obviously, each of the above-mentioned strate-
gic cultural objectives of the state in the cultural
field, and the threats and measures to address them,
is informative and has a high information burden.
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In other words, both positive and negative pro-
cesses taking place in the cultural sphere are imple-
mented through ICT and electronic media tools.

In order to ensure information security in the
cultural and spiritual sphere, the state has the fol-
lowing responsibilities:

e to create socio-economic conditions for crea-
tive activities and activities of cultural
institutions;

e to provide the access to the best national, for-
eign cultural and art samples for the general
population by generating modern distributed
information resources;

e to create opportunities for self-realization in
the field of creativity through the improvement
of cultural and educational work;

e to organize leisure time for the population and
out-of-school mass creative education for
children;

e to protect the cultural heritage of regions and
national minorities and to support the initia-
tives in this area.

e to introduce the civilized forms and methods
of social control over the formation and devel-
opment of moral values that meet the national
interests of the country;

e to develop the legal and organizational
mechanisms for the prevention of negative
information and psychological impacts on the
public consciousness; to protect the moral,
spiritual and historical values;

e to prevent TV and radio programs and
Internet resources that promote violence,
cruelty, and other behaviors contrary to public
morality;

e to prevent the foreign missionary organiza-
tions in the country.

e and so on.

15. Conclusion

New attitudes, approaches, and methodologies are
required to ensure the national security in the
modern era where ICTs are rapidly developing
and successfully being applied in all areas of
human activity, and an electronic state and infor-
mation society are emerging. The national security
cannot be ensured through traditional methods and
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tools anymore. As the traditional society is replaced
by the information society, its security issues are
highly dependent on information and information
technology factors.

The analysis of the informatization features of
individual components of the national security and
their relationship to information security also con-
firms that the concepts of “national security” and
“information security” do not differ in content and
essence. All components of national security are the
object of information security.

All these require the revision of existing doc-
trines, concepts and strategies on national security,
legal and regulatory acts in this field, and their
adaptation to the modern conditions dictated by
the ICT and information society.
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