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The proposed approach is compared with logistic regression (LR) and sup-
port vector machines (SVM). The results of the experiments according to the preci-
sion, recall and F-measure metrics are shown in the table.

) Class
Method Metrics Nethaal Atack
Precision 97.09% 27.83%
LR Recall 69.91% 84.72%
F-measure 81.29% 41.89%
Precision 96.74% 97.86%
SVM Recall 99.77% 75.45%
F-measure 98.23% 85.20%
Precision 98.53% 98.85%
Proposed approach | Recall 99.86% 89.15%
F-measure 99.19% 93.75%
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BIG DATA ANALYTICS: CHALLENGES AND SOLUTONS

In this paper, provide Big Data analytics challenges, and considered some
current techniques that are used as a solution for data analysis.

Every day the digital world is generated massive amounts of unlabeled data
from different platforms that gave rise to Big Data. Big Data is the collection of
huge amount of digital raw data that is difficult to manage and analyses using tra-
ditional tools. Big Data brings big opportunities and transformative potential for
various sectors. On the other hand, it also presents big challenges to harnessing



ISBN 978-5-7681-1374-2. OnTvKo-3NeKTPOHHbIe npubopbi v ycTpoiicTea. Kypek, 2019, 21

such large increasing volumes of data. The main challenge of such size of data is
not just in collecting it but to manage it properly and to make use of it in efficient
way for decision making or prediction. However, this large amount of information
cannot be managed by traditional tools. Big Data analyses presents challenges to
the typical storage, processing, and computing capacity of traditional data analysis
techniques. So, Big Data needs novel architectures and technologies to become
possible to reveal its hidden correlations and complex patterns.

In this fast-growing digital world, Big Data analytics is an important topic of
data science. Big Data analytics is to extract useful patterns from the huge amount of
data that can be used in decision making and prediction. However, there are some
other challenges that Big Data analytics faces for data analysis such as extracting hid-
den pattemns from massive volumes of data, fast information retrieval, data index-
ing/tagging, fast data streaming, quality of data, data storage, and etc.

There are various analytical techniques including data mining, visualization,
statistical analysis, and machine learning which play an effective role in perform-
ing meaningful real-time analysis on the huge volume of data. However, traditional
data mining techniques such as association mining, clustering and classification
lack of efficiency, scalability and accuracy when applied to such Big Data sets in a
dynamic environment.

Nowadays, Deep learning constitutes an extremely active research field in
machine learning and pattern recognition. Deep learning is more powerful to re-
solve data analytical and learning problems found in huge data sets. In fact, it helps
to automatically extracting complex data representations from large volumes of
unsupervised and uncategorized raw data. Moreover, because deep learning is
based on hierarchical learning and extraction of different levels of complex data
abstractions, it is suitable to simplify the analysis of large data volumes, semantic
indexing, data tagging, information retrieval, and discriminative tasks.

However, in spite of those advantages, Big Data still presents significant
challenges to deep learning. The training phase is not an easy task for Big Data
learning in general and deep learning specifically. Because the iterative computa-
tions of the learning algorithms it is very difficult to be parallelized. Thus, there is
still a need to create efficient and scalable parallel algorithms to improve training
stage for Deep learning models.

Heterogeneity of high volumes of data imposes a great challenge for deep
learning. It means to handle large number of inputs, large varieties of outputs, and
very high dimensionality. In addition to that, such large data volumes make it not
feasible to train a deep learning algorithm with a central processor and storage.
Noisy labels and non-stationary distribution: because of the disparate origins and
heterogeneous sources of Big Data, analytical researchers are still facing other
challenges such as data incompleteness, missing labels and noisy labels.

As it is known, data are generating at extremely high speed and should be
processed in a real-time. In addition to the high velocity, data are often non-
stationary and presents a changing distribution over time. Because of the size,
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speed and variability of streams, it is not feasible to store them permanently then to
analyze them.

Because of those cited issues, deep learning solutions still lack of maturity.
And need additional extensive research to optimize the analytical results.

In summary, to tackle the Big Data analytics challenges, requires extremely
efficient, scalable and flexible technologies to efficiently manage huge amounts of
data, regardless of the type of data format.
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ANOWMALY DETECTION CHALLENGES AND SOLUTION WAYS
IN BIG DATA

Rapidly increasing the volume of digital data with the development of
information technology has turned "big data”, characterized by a large volume,
diversity, high speed into one of the biggest challenges of the 21st century.
Anomaly detection, in turn, is one of the problems of big data analytics.

Anomaly detection is one of main issues in data analysis. Anomaly detection

. in data has been begun in the 19th century. But in big data era, interest in this issue
has even increased, and this is attracting the attention of researchers in various
domains as politics, medicine, security, military, finance and ecology, etc.
Anomaly detection is issue of finding templates that are not compatible to expected
behaviors. The proper identification of anomalies is also one of the important
issues. Thus, anomalies have a direct impact on both the result of analysis and the
reliability of the obtained knowledge that is not detected correctly. The purpose of



