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Visual representation of the time series forecasting based on a number of
packets is illustrated in Figure 1.

Since the ARIMA model is intended for linear data classification, during
application of the model to the provided dataset, the results were very high. Thus,
- the model predicted the time series by MSE 0.103, by MAE 0.320 and by RMSE
0.321. As can be seen from Figure 1, in testing the model, the time series of the
train and prediction datasets are overlapping one another.

1.A Realistic Cyber Defense Dataset (CSE-CIC-IDS2018). URL: https://
registry.opendata.aws/cse-cic-ids2018/.

2. Sharafaldin I., Lashkari A.H.,, Ghorbani A.A. Toward Generating a New
Intrusion Detection Dataset and Intrusion Traffic Characterization. Proc. of the 4th
International Conference on Information Systems Security and Privacy (ICISSP), 2018,
pp. 108-116.
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DEEP LEARNING BASED DATA SANITIZATION METHOD FOR CHILD
PROTECTION ON THE INTERNET

The article offers an approach to the child’s protection from harmful infor-
mation in the Internet. The first block of the approach includes the autoencoder
deep neural network, and the second one includes the logistic regression classifier.

Assume that the data set is given. Here, sensitive data is required to be re-
gressively recovered being transformed into impossible data.

The goal of the method is to transform the original data so that the wrong
classification of the sensitive data could be achieved as a result of this transfor-
mation. For this purpose, assume that the transformation of the original data x in
the form of g(x)is performed using the following function.

g(x;u)eG:XxU—)Rd, 6))

Traditional sanitization methods are performed by generating random num-
bers that are not dependent on the original data [1]. However, these methods per-
form sensitive data cleansing without taking into account the utility of the data. To
eliminate this problem, the article presents two options called privacy and utility
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risk.In the course of data sanitization, it is necessary to minimize the privacy risk
of the data and to maximize the utility measure of the sanitized text [2].
The privacy risk of the transformed data in the article is defined as follows:

foriv(w,v) 2 E[l(hp(gCeiw); v). )], )
where 1, (-) is the loss function.
The utility risk of transformed data is defined as follows:
Sum G, w)2 EQ Gy (g Giu) w) z], €)
where /, () is the loss function.

Once the proposed privacy and utility risk measures are identified, a recon-
struction algorithm is required to be set up so that the following two objectives are
provided:

1. Minimizing the privacy risk

maxmin/pm®.v)- 4)
2. Maximizing the utility risk

min min fui (@, w) )
u w :

The above-mentioned objective functions are implemented by applying the
following optimization function:

min [max g (w, v)+ pmin fu @, W)J
u v w (6)

Where £ a constant is numeral and indicates the relative importance of the re-
construction in relation to privacy. The proposed architecture is described in figure.
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Fig. Data sanitization process

This study uses syrnthetic image data to conduct experiments. To perform da-
ta sanitization, an autoencoder neural network is applied to the data. The classifica-
tion of the data transformed through the autoencoderis performed with a logistic
regression algorithm.
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Classification accuracy of the imethods
]
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The data in the Table 1 shows that with the application of the method to the
data, the algorithm identifies the sensitive data with low accuracy, while it identi-
fies the non-sensitive data with high accuracy.
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DETECTION OF CYBER-ATTACKS ON CYBER-PHYSICAL SYSTEMS
USING DEEP NEURAL NETWORK

This paper proposes and evaluates the application of a deep neural network
to detection of cyber-attacks on cyber-physical systems.

Cyber-physical systems (CPSs) consisting of distributed computing elements
that interact with physical processes have become ubiquitous in modern life [1-2].



